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Main administrator’s guide



2

For you as a main administrator of Synkzone!
The next step as main administrator is to create your new standard 
administrator’s account.

A few easy steps:

Synkzone strongly recommends that you begin by changing the main 
administrator password, and then store it in a safe place. That way 
you can be absolutely sure that neither Synkzone, nor anyone else, has 
access to your password.

A few easy steps:

Change the password you were sent in the log in 
e-mail from Synkzone.
1.  Open Synker.
2.  Open the User menu.
3.  Select Change password…

Store your password in MORE than one place.
Make sure only you have access to the password.
Should the password be lost neither Synkzone, nor 
anyone else, can restore access to your data. This 
is to ensure the highest level of security.

1.  Open Synker.
2.  Navigate to the User window.
3.  Click on the plus sign at the bottom left.
4.  Enter your e-mail address and tick the Administrator box 
 under User Information.
5.  You will now receive an e-mail with the login information 
 of your new standard administrator’s account.
6.  Log out of the main administrator account and log back in 
 with your new personal account.
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GOOD TO KNOW!
The main administrator account is used only to issue administrator 
privileges to other user accounts, to update contact information, to 
adjust organizational settings and select/change sign on policy for 
your Synker organization. 

In this role, you will also be issuing new passwords to users who have 
lost their login information. This is why it is important you make sure 
your e-mail address is correct and up to date.

TOP TIP! 
Print out your main administrator password, put it in a sealed 
envelope and place the envelope in a safe deposit box. That way 
only you have access to it, NO ONE ELSE.
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1.  Open Synker.
2.  Navigate to the User window.
3.  Click on the plus sign at the bottom left.
4.  Enter your e-mail address and tick the Administrator box 
 under User Information.
5.  You will now receive an e-mail with the login information 
 of your new standard administrator’s account.
6.  Log out of the main administrator account and log back in 
 with your new personal account.

 

Welcome as an main administrator 
of Synkzone!
As the Main Administrator of your organization you should select and configure 
the organizational settings, including general settings, zone settings and the 
selected sign on policy. 
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Allow users to be given administrator 
privileges This is a setting that permits 
other users than the main administrator 
to act as an administrator. In the role of an 
administrator a user will be able to create 
new non private zones, and new user 
accounts. 

Synkzone recommends that this is per-
mitted and that at least one user other 
than the main administrator can act as 
administrator. Synkzone also recommends 
that the main administrator creates an 
administrator account to be used for daily 
operations to minimize the risk of misusage 
of the main administrator account.  

Allow upload of client data This setting 
decides whether an organization will 
permit that client status data can be 
shared with Synkzone if technical support 
is needed. The information sent contains 
only data that can be used to perform 

technical support and in no case any data 
or information in clear text. The only in-
formation shared are partial file and zone 
names in order for Synkzone to provide 
technical support. If this is not permit ted 
Synkzone’s ability to give tech nical support 
is very limited due to the Zero Knowledge 
nature of the Synkzone security model. 

It will always be possible to block this 
functionality at a client level if a user would 
like to.

Allow upload or server data This setting is 
the same as above but for the server level. 
Naturally this level never includes any 
zone or file names.

General Settings
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In this section you can choose whether 
it should be possible for internal and/or 
external users to create ”private zones”. 
A private zone is a zone to which only 
the user has access.

Normally a private zone is used to give 
a user the possibility to store personal 
do cuments and files. You can limit both 
the size and number of private zones 
allowed.

Zone Settings
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As an main administrator you need to 
decide which sign on policy you will imple-
ment in your organization. In Synker you 
can choose between:

Local This policy is the policy traditionally 
used for Synkzone services. This is not re-
commended unless to make the transition 
to any of the new policies simpler. The 
only unique advantage it has over other 
policies is that it allows passwords to be 
locally saved and used even when offline.

Client verification This is a simple form 
of two factor authentication, requiring 
both a verification code and a password 
when logging on. However, the verification 
code, which in this case is sent via email, 
only needs to be entered when a user’s 
password changes, or when logging on 
for the first time on a client. The password 
may also be remembered on a client. 

Sign on policy

Password always As implied by the name, 
this policy always requires the user to en-
ter the password. There are no verification 
codes, and no ways of avoiding to having  
to enter the password.

2FA This is standard two-factor authen-
tication which always requires a user to 
enter both a password and a verification 
code when logging on. Verification codes, 
also referred to as one time passwords 
are generated by the user for each log on 
attempt using an OTP account.

OTP This stands for One Time Password. 
It usually requires the user to enter only 
a single verification code in the same 
way as for 2FA with an OTP account. A 
password is required only when logging 
on for the first time on a client or when 
offline.



7

What is an OTP account?

An OTP account allows a user to generate 
a unique one time password, which usually 
consists of six digits. 

To use it, the user must have access to a 
mobile device app like Google Authenti-
cator or Microsoft Authenticator (there 
are others as well), and add the account 
to that app. 

Usually, adding the account to the app is 
as simple as reading a QR code from an 
email with the account information that is 
automati cally sent to each user.

Getting a verification code from the app is 
as simple as opening the app and reading 
the currently displayed verification code 
for the user’s account. The verification 
code changes periodically, and is only 
valid for a short time. These codes are 
very difficult for anyone else to get a hold 
of without access to the specific OTP 
account.

Which policy to choose?

We recommend OTP or 2FA 
Choose OTP if you prefer to avoid using 
your password daily, which make it easier 
to use more secure passwords.

Choose 2FA, which requires a somewhat 
more complicated log-on procedure, but 
provides a slightly higher security.

Both of these require the use of externally 
generated verification codes, currently 
TOTP based, which means that users are 
required to install and use a mobile device 
app such as Google Authenticator or 
similar. If this is not possible or acceptable 
within your organization, we recommend 
instead using Client Verification.

Client verification requires the use of 
email based verification codes at rare in-
tervals. If this is not acceptable or possible, 
we instead recommend using Password 
always.

The Local policy is the least secure, and 
is only required if you want backward 
compatibility with previous versions of our 
services. Note that all policies except Local 
will require users to always enter their 
password when offline.
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GOOD TO KNOW!
All policies except Local will require a user 
to enter the password if logging on while 
offline, or if logging on for the first time on 
a client.

When using 2FA or OTP, users will need an 
OTP account. This will be created auto-
matically and sent to the user’s email 
address. If a user loses or has not received 
the OTP account, an administrator can 
issue a new OTP account in similar way as 
when assigning a new password.

With the Local or Client verification policy, 
it is possible for users to choose to save 
the password locally. This applies only to 
that specific client. When logging on, on 
the web, a user will always need to enter a 
password. 

In addition to that, a verification code 
(from email or an OTP account) may also 
be required.

With 2FA and OTP, that are based on OTP 
accounts, users will be required to enter 
an OTP based verification code instead of 
a password when accessing read protec-
ted files, safe zones, etc.
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